54155 1 moE R Vol.41 No.l
202041 H Journal on Communications January 2020

IR T 2 T B = B4 KRB R B 4 il 77 5%

IME R, KRG 2, ATRA P, ArmAg >
1. AERASIA R AL BEAREBE, dbat 100044;
2. WP EFRMERSS B TRV, dEa 1000935
3. ERE BRI 23 A A2 e, dbat 100049)

8 E: E RN R GAE A S R B AT R REAE 2 B R R R 1 R, 4 TR DL S 2
R 3047 5 2 1) R A S BRI FH R 7R 2 R I B 2 A 004 7 B ) 1 A T S B P I b A D g o 21150
T AR ARG, % RG] LR FH 1 2 AR R R R DG A 1 A A SR TR
T IAEASHE N S TR R LT AR Sk D P I SO DU PR AR

KR B NINBGEERI; BRI, MRS RS

PESES: TP393.1

XHERFRIRAD: A

doi: 10.11959/j.issn.1000-436x.2020001

Attack detection method based on spatiotemporal event
correlation in intranet environment

SUN Wei'?, ZHANG Peng’, HE Yongquan®, XING Lichao™”

1. School of Computer and Information Technology, Beijing Jiaotong University, Beijing 100044, China
2. Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
3. School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract: In view of the fact that a single event as an attack detection feature leads to a higher false positive rate, an in-
tranet attack detection method using Bayesian network model for cross-space event correlation and Kalman filter linear
model for cross-temporal event correlation was proposed. Based on the method, a process query system was implemented,
which can scan and correlate distributed network events according to the user's high-level process description.
Experimental analysis show that the proposed method can significantly reduce the false positive rate of intranet attack
detection without increasing the computational overhead.
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